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Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Yéu cau vé ky thudt bao gom cdc néi dung co ban nhw sau:

Muc 1. Giéi thiéu chung vé dw an/dw toan mua sim, géi thiu:

1.1. Thong tin du an

1. Tén dy an: Xay dung cong thong tin két ndi, chia s¢ di liéu dung chung
cua EVN (EVN Data Exchange Portal - EVNDXP)

2. Gia tri du toan: 4.801.131.018 VNP (Bang chit: Bon ty tam tram linh
mot triéu mot trdm ba muoi mot nghin khong traim mudi tam dong)

3. Chu dau tu: Cong ty Vién thong dién luc va Cong nghé thong tin - Chi
nhanh Tap doan Dién luc Viét Nam

4. Ngudn vén: Vén tu c6 cia EVN

5. Thoi gian thuc hién du an:

- Hoan thanh trién khai thi diém: Thang 05 nam 2026
- Hoan thanh trién khai: Thang 06 nam 2026
6. Pham vi thuc hién:

7. Heé thdng gdm céc chirc nang tai bang sau:

TT Chirc nang

1 Quan ly dich vu

1.1 | Khai bao, cap nhat nhom dich vu
1.2 | Khai bao, cap nhat dich vu

1.3 | Tra ctru dich vu

2 Giam sat van hanh
2.1 | Gidm sat két noi
2.2 | Giam sat dich vu
2.3 | Guri thong bao
3 Quién ly API
3.1 | Khai bao, cdp nhat ting dung

3.2 | Khai bao, cap nhat cAu hinh x4c thuc ung dung
3.3 | Khai bao, cap nhat API

4 Bao cao

4.1 | Bé4o céo tan suat truy cap

42 | B4o céo chit luong dich vu
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TT Chirc nang

4.3 | Téng hop va luu bao céo theo user

5 Tich hop
5.1 | Tich hop dich vu cung cép thong tin NDXP
5.2 | Tich hop dich vu két néi CSDLDC

Tich hop dich vu két néi Co s& dit liéu qudc gia vé ding ky doanh

53 .
nghiép

5.4 | Tich hop dich vu cong dich vu cong qudc gia
6 Quan tri

6.1 | Quan ly nguodi dung

6.2 | Phan quyén

6.3 | Quan ly danh myc
6.4 | Thiét 1ap bao céo
6.5 | Quan ly phién ban

8. Pham vi trién khai: Trién khai tap trung tai EVN
9. Pia diém dau tu: Tai Cong ty Vién thong dién luc va Cong nghé thong tin,
Toa nha EVN, s6 11 Ctra Bac, Ba Dinh, Ha Noi.
1.2. Thong tin géi thiu
1.2.1. Pham vi céng vigc géi thiau

- Khao sat thu thap thong tin va xay dung ké hoach kiém tra danh gia

- Panh gia diém yéu va kiém thir xAm nhdp cho tGng dung web theo
OWASP va yéu ciu vé an toan co ban theo quyét dinh 742/QD-BTTTT ngay
22/04/2022

- DPanh gid ATTT cho API tai van ban 555/QD-EVN ngay 09/02/2023 va
OWASP

- Panh gia diém yéu ma nguén ung dung theo OWASP

- Panh gia ATTT may chi theo Quyét dinh s6 1290/QD-EVN ngay
05/09/2022

- Téng hop va lap béo céo danh gia ATTT két qua cac diém yéu/I1d hong
t6n tai trén toan hé théng va khuyén nghi khic phuc céac 16 hong

- Tai danh gia va bao cdo tai danh gia két qua khéc phuc diém yéu/13 hong

1.2.2. Thoi gian thuwe hién géi thau
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100 ngay tinh tr ngay hop ddng c6 hiéu lyc va Bén A ¢ van ban thong bao
nha thau thue hién hop dong dén ngay ky Bién ban nghiém thu hop dong, trong
do:

Thoi gian khao sat 1ap phuong an ké hoach danh gia: 5 ngay

Thoi gian danh gia an toan thong tin: 55 ngay
Thoi gian khic phuc 16 héng (néu c6): 25 ngay

Thoi gian tai danh gia an toan thong tin: 10 ngay
Thoi gian nghiém thu hop dong: 5 ngay

Muc 2. Muc tiéu cong viéc:

Panh gia an toan thong tin cho cong két ndi, chia s¢ dit liéu ding chung ciia
EVN (EVNDXP) nham phat hién cac 18 hong, diém yéu cta phan mém, tir d6 c6
giai phap khac phuc 16 hong bao mat nham ngin chan viéc ké tan cong khai thac
cac 16 hong bao mat danh cép di liéu, thay doi hodc ma hoa dir liéu, chiém quyén
diéu khién hé thong, gy ton hai toi hé thong CNTT ctua EVN.

Panh gia ATTT nham dam bao hé thong du diéu kién cho viéc trién khai chinh
thirc.

Sau day 1a thiét ké cua cong thong tin két ndi, chia sé dit liéu dung chung cta
EVN (EVN Data Exchange Portal - EVNDXP)

2.1. Thiét ké hé thong phan mém
2.1.1. M6 hinh tong quan hé sinh thai EVNConnect
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CAC NEN TANG KET NOI

Két néi '

EVNCONNECT

Chia sé

CONG THANH TOAN TRUYEN NHAN HOA PON

LIEN THONG VAN BAN

Chia sé

K&t ndi ' t

CAC PHAN MEM DUNG CHUNG CUA EVN VA CAC TONG CONG TY

Mo hinh thiét ké tong thé

- MO0 ta cac thanh phan

o EVNDXP: Két n6i dén cac nén tang NDXP,VDXP

o Cong thanh toan:
= Nhan yéu cau chuyén tién/yéu ciu tra soat giao dich sang ngan hang
= Chua dong Van tin két qua chuyén tién/két qua tra soat clia ngan hang
= Nhian két qua chuyén tién/tra soat giao dich ctia ngan hang va tra két qua

cho céac dich vu két ndi

o Truyén nhan hoa don:
= Truyén hoa don dién tir 1én Co quan thué
= Nhin thong tin vé tinh trang xt Iy héa don dién tir

o Lién thong van ban:
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= Ludng giri van ban: EVN khéng gui truc tiép vin ban 1én cac
Bo/Ban/Nganh/cac Tinh ..... Vin ban tir hé thong Doffice ciia EVN giri
l1én truc UBQLYV. Tur truc UBQLYV van hanh sé& guri dén cac noi nhan tiép
theo.
= Ludng nhan vin ban: EVN l4y cac van ban dugc cac Bo/Ban/Nganh/cac
Tinh... ¢6 trén Truc UBQL véi don vi nhan 13 EVN lay vé.
2.1.2. M6 hinh tong thé h¢ thong
Hé thong EVNDXP 1a cong thong tin két ndi, chia sé dir liéu dung chung
EVN. H¢ théng EVNDXP duoc tich hop véi cac nén tang, h¢ théng CMIS, OMS,
NDXP, VDXP, DVCQG
Mo hinh nghiép vu EVNDXP

Cap nhat dich vu chia sé it (| Yan hanh, gidm sit cdc ket
liéu diing chung EVN ndi va (!;ch vu chia sé dir liéu
dung chung EVN
v
Heé th 6ng DXP - sz'm’}% bfilo va ty dong email cac
(He théng cong thong tin ) keét noi loi cho'céc bén lién quan
Cap nhat API Két ndi va chia sé di licu » Cac tién ich > - Phé'n tis:h, tong hop cac giao
dung chung EVN) ¥ dich két noi theg dang bang, bieu
do...
7y
Cap nhdt céc két ndi > Béo cio ] l;;a:ézagl:;"lf“ggt;‘g}fii

So d lién két EVNDXP véi cac cac nén ting, phan mém khac

CAC NEN TANG KET NOI

NDXP VDXP Khac
Kt n6i ' t Phin hoi

HE THONG EVNDXP

Quan ly danh muc Quan ly dich vu Tich hop dit liéu

Van hanh, giam sat Tién ich Quan tri h¢ théng

Béo céo
Két néi ' t Phan hbi
Céc Hé théng phin mém ding chung ciia EVN



Phan mém gom céc phan hé:

1.

A

6.

cap va chia sé dir liéu.

ngoai.
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Quan ly dich vu: quan ly, khai bao, cap nhat thong tin cac dich vu EVN cung

Giam sat van hanh: Giam sat két ndi,Giam séat dich vu, gui thong bao,...
Quan Iy API: Khai bao, cap nhat cau hinh x4c thuc, Khai bao, cap nhat API,...
Bao cao: cac bao cao khai thac dir liéu.

Tich hop dir lidu: tich hop va chia sé céc dit liéu gitta EVN va cac dbi tac bén

Quan tri: Chtrc nang quan 1y nguoi dung, phan quyén

2.1.3 Phin tich va mé ta chirc ning ciia phan mém

- Khai bdo, cap nhat nhom M- Giam sat két nbi - Khai bdo, cap nhat img dung

a) Mé hinh chirc ning tong thé

Hé thong cong thong tin két ndi, chia sé dir lidu ding chung ciia EVN
(EVNDXP) bao gém céc chirc nang chinh sau:

HE THONG CONG THONG TIN KET NI, CHIA SE DU LIEU DUNG CHUNG CUA EVN

dich vu
- Khai béo, cép nhat dich vu - Guri théng bdo xac thue
- Tra ctru dich vu - Khai béao, cap nhat API

- Giam st dich vu - Khai bao, cap nhat cdu hinh

b) Phan tich va mé tda chvrc ning

Bio céo

- Tich hop dich vu cung cap thong tin
NDXP . 5
ich hop dich vy két néi CSDLDC ~Phin quyen
h hop dich vu két ndi Co sordir ligu [j-Quan Iy danh mye
ve dang ky doanh nghiép -Thiét 13p béo cao
-Tic gp dich vu céng dich vu cong §-Quan ly phién ban
quoc gia

-Quan ly ngudi dung

TT Yéu cau chirc nang Mo ta
1 Quan ly dich vu
Chtrc nang khai bao, cap nhat nhém dich vu:
1.1 | Khai bdo, cap nhat nhom dich vu | - Man hinh chinh
- Thém, stra, x6a nhém dich vu
Chtrc nang khai bdo, cap nhat dich vu:
. . - Thém, stra, x6a dich vu
1.2 | Khai bao, cép nhat dich vu . ) )
- Hién thi céc tai khoan dugc phép truy cap dich
vu
1.3 | Tra ctru dich vu Chure nang cho phép tra ctru dich vy
2 Giam sat van hanh
Chtrc ning giam sat cac dich vu két ndi ti:
-  Cosé dir liéu dan cu
2.1 | Giam st két ndi - Co so dit liéu Qudc Gia vé dang ky doanh
nghiép
- Céng dich vu cong Quéc Gia
2.2 | Giam sat dich vu Chtrc nang cho phép giam sat dichvu
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TT Yéu cau chirc ning Mo ta
2.3 | Guri thong bao Chtrc ning gt thong bao vé tinh hinh cac dich vu
3 Quin ly API
3.1 | Khai bdo, cap nhat tng dung Chtrc nang khai bdo, cap nhat tng dung
3.2 Eﬁil béo, cap nhat cau hinh xdc Chure nang Khai béo, cap nhat cAu hinh x4c thuc
3.3 | Khai bao, cap nhat API Chure nang Khai bao, cap nhat API
4 Bao cao
Chtrc ning bao céo tan suat truy cip
; . - Theo thang
4.1 | Béo cdo tan suat truy cap ,
- Theo quy
- Theo nam
Chtic ning Béo cao chat lugng dich vu
, ) - Theo thang
4.2 | Béo cédo chat lugng dich vy ,
- Theo quy
- Theo nam
4.3 I:er;g hop va luu bdo cdo theo Chtrc nang tong hop va luu béo cao theo user
5 Tich hgp
Chirc nang Tich hop dich vu cung cap thong tin
NDXP
, - Upload hinh anh s6 ho khau, CCCD
51 Tich hop dich vu cung cap thong | Tra ctru chi s6 hoa don
tin NDXP ro ik oan A aen
- Tracuu tién do cap dién
- Théng tin cit dién
- Thong tin ti€u thu dién tinh
Chtre ning Tich hop dich vu két ndi CSDLDC
) ) . . | - Tractu thong tin cu dan
52 EISC?)LI};(()IP dich vu ket ndi - Xvéc ’[hL_’I’C t}i()ng tjn chuing minh thu nhan dan/
can cudc cong dan
- Xac thyc chu ho
Tich hop dich vu két n6i Co s& | Chuc nang tich hop dich vu két n6i Co s6 dit liéu
53 dir licu quoc gia vé dang ky | quoc gia vé dang ky doanh nghiép
doanh nghiép Tra ctru thong tin doanh nghiép
Chtic nang tich hop dich vu cong dich vu cong
quoc gia:
: - Ddng bd hd so 1én Cong DVCQG
54 Tich hop dich vu cong dich vu | Cap nhat trang thai hd so 1én Cong DVCQG

cong quoc gia

- Tra ciru héa don Cong DVCQG
- Théng tin file hoa don tién dién Cong
DVCQG
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TT

Yéu cau chirc ning Mo ta

- Chia sé file ho so gidy to

Quan tri

6.1

Chtrc nang quan ly nguoi dung:

Quan 1y nguoi dung - Khai b4o nguoi dung

- DBoi mat khau

6.2

Chtrc nang chan quyén

Phén quyén - Quan ly churc nang

- Phan quyén chiic ning

6.3

Chtic ndng quan ly danh muc

Quan ly danh muc - Danh muc Don vi

- Céc danh muc dung chung

6.4

Chirc nang Thiét 1ap bao cdo

Thiét 1ap béo cao Mau bao cdo (templtae)

- Tham so bao cao

6.5

Quan 1y phién ban

Chtrc ndng Quan ly phién ban
Xem phién ban

2.1.4. Thiét ké co sé di liéu

STT Danh sach bang

I QUAN LY DANH MUC
1 Danh muc Enum API

2 Danh muc loai xac thuc

3 Danh muc diéu hudng

4 Danh muc to chirc

5 Danh muc don vi hanh chinh

I DICH VU CONG

6 HO6 so tép tin

7 Ho so dich vu cong

8 Loai yéu cau thu tuc hanh chinh
9 Loai gidy to

10 Tién trinh x{r Iy hd so

11 Thanh phan ho so

III | QUAN TRI HE THONG

12 Chirc nang hé thong

13 Lich str dang nhap/dang xut

14 Phéan quyén role cho t6 chirc

15 Phan quyén user cho to chirc

16 Phan quyén chirc ning theo role

- Théng tin két qua thanh toan Cong DVCQG

- Tich hop v6i Trung tdm dit liéu Quéc Gia
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17 Phéan quyén chiic ning theo user
18 Quan ly refresh token

19 Role

20 User

21 Thiét bi user

22 Nhat ky user

23 Quan hé phan quyén role-user

24 Tham s6 hé thong

25 Béng message EVNDXP

v QUAN TRI CAU HINH API, DICH VU

26 Chi tiét log API

27 Téng hop log API

28 Ung dung

29 API cua ung dung

30 Tham s6 API (mg dung

31 Céu hinh xéac thuc API tng dung

32 Cau hinh xéac thuc

33 Thong tin xac thuc

34 Nhom ung dung

35 Trich xuat tham s6 ung dung

36 Dich vu

37 Mapping API — Dich vu

38 | Nhém dich vu

39 Chi tiét log dich vu

40 Log dich vu max

41 Tong hop log dich vu

% TRUNG TAM DU LIEU QUOC GIA

42 Dit liéu ddng bd hop dong cé nhan

43 Dit liéu dong b hop dong to chirc

2.2. Phwong an ha ting k§ thuit phuc vu phat trién, trién khai
2.2.1. M6 hinh ha ting
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M@ hinh hé théng tong thé

Vung may chi ndi b§: vung may chu ndi bd, noi dit cdic may chu SS tao
két ndi téi cong DVCQG. Ving nay duogc bao vé bai 1 cap thiét bj Firewall Palo
Alto PA3440 chay HA.

Ving mang WAN: ddy 1a phan hé phuc vu két ndi WAN t6i ha ting mang
ctia cac don vi trong EVN. Trong phan viing ndy s& ¢ cac thiét bi dinh tuyén va
chuyén mach két nbi giita cac don vi.

2.2.2. Danh muc cdc thiét bi/phian mém yéu ciu:

e Danh muc cac thiét bi/may chi phuc vu hé thong:

- May chu dudi ddy s& dugc cip phat va khai thac trén nén tang hé thdng ao
héa va luu trit hién hitu tai EVNICT. Cac may chu 40 hoa nay s& dugc cap phat &
phan vung May chu 4o hoa, dugc gidm sat trén hé théng Giam sat cua EVNICT,
ngoai ra toan bd cac may chi trong cong dich két ndi cling hién dang dugc giam
sat trén hé thong hostmonitor tai NOC. Phan ving mang cha yéu ctia cong dich
vu EVNDXP hién thudc dai mang da dugc quy hoach 1a VLAN (dai mang cho
cac may chu Partner) hé théng hién dugc sizing va cap phat theo nhu cau thyc té
st dung.

- B0 sung thém cip may chi Gateway (02 may chil) dong vai tro diéu phoi,
can bang tai va quan 1y truy cap hé thong, cac may chit API VDXP, API NDXP,
Database ciing nhu EVN-SS s& dugc cap thém 01 may chu dy phong chay theo
co ché HA can bang tai.
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Hé théng vé co ban du:o’c,ca‘li dat agent va cAu hinh sao luu trén cac hé théng
sao luu chuyén dung va h¢ thong NAS tai ICT theo quy dinh ctua ICT, tuy nhién

do ICT hién chua hoan thién giai phap sao luu 3-2-1, do d6 viéc sao luu theo ding

chu trwong ctia chinh phu ciing nhue EVN s& dugc hoan thién khi phan mé hinh
nay dugc mua sim va day du trong thoi gian téi. Tuy nhién phan sao luu dit liu
/ cau hinh hé thdng hién dang duoc sao luu day du trén local may chu, hé théng
sao luu chuyén dung va hé thdng sao luu file system EVNNAS.

Thong so k¥
Tén thibtbi/ | _, M ta/ thuit va cic
STT N x So lugng Muc dich s 2L Ghi chu
phan mém dung tieu ch.gan (toi
thiéu)
1 May chu 02 bong vai tro | . CPU: > 16 Chinh + Dy
Gateway didu phdi, can core, 2.4GHz phong
bang tai vaquan | _ RAM: >
ly ’ truy cap h¢ 30GB
thong - O cling: >
150GB
2 May chu 01 Luu trlr va van | - CPU: > 32
APP (Web, hanh céac tng core, 2.4GHz
API) dung dich wvu: tro 1én
CMS, X‘l:’lz Iy | RAM: >
jogic DD W 6acp
va glao tiep vol A,
DB cing nhu |~ O cimg: >
Gateway. S00GB
3 May chu 02 Giao tiép voi |- CPU: >24 Chinh + Dy
API nén tang VDXP | core, 2.4GHz tro phong
VDXP 1én
- RAM: > 16GB
- O cing: >
500GB
4 May chii 02 Giao tiép v6i | - CPU: > 24 Chinh + Du
API nén taing NDXP | core, 2.4GHz try phong
NDXP 1€n
- RAM: > 16GB
- O cing: >
500GB
5 May chu DB 02 Luu trt cos¢ | - CPU: >32 Chinh + Dy
dir liéu hé core, 2.4GHz tro phong +
thong; DB l1én Backup
Backup phuc | - RAM: > 64GB
vu du phong va | - O cling: >
khoi phuc dir | 500GB




91

Thong so k¥
Tén thiétbi/ | Mot/ thut s céc
STT N x SO lwgng Muc dich s A Ghi chu
phan mém tiéu chuan (toi
dung X
thiéu)
liéu khi c6 su
cb.
6 May chii 02 Giao tiép véi | M4y chi 4o | Dam bao két
EVN-SS nén tang NDXP | - CPU: 4 Core | nbi ha tang tir

- Ram: 8 GB EVN sang
- HDD: 160 GB CPNET va
+ 400GB nguoc lai.
- 0OS: Ubuntu
Server 64bit

7 VCGA 01 May chii ky s6 May chu ao: Application

Ban co yéu - HBH: Linux 9 partner
- CPU: 16 Cores
- RAM: 32 GB

- HDD: 500GB

e Danh muc céc thiét bi phuc vu két ndi hé thong

TT Tén thiét bi Mb ta Dién giai Ghi chu
1 FW-PARTNER- Tuong Ira dung chung trén
01 h¢ théng, thyc hién dinh
Cip thiét bi firewall | tuyén, phan chia va kiém DC 11
FW-PARTNER- Palo Alto soat giao dich gitta cac | Cua Bic
2 02 vung mang Vung mang
cho may chu cac dbi tac.
; TOR106-SW- Switch dung chung, cung
, ip cac két ndi h
PARTNEROI Thiét bi  switch | P €3¢ Xet nol mang cho |y,
Tuniper cac may chu, thiét bi tai Cita Bic
4 TOR106-SW- P vung mang Partner (chay
PARTNERO2 ché o Stack).

2.3. Cap dd an toan thong tin

Cong thong tin két ndi, chia sé dir liéu dung chung ciia EVN dap mg nhu
cau quan 1y cac dich vu két ndi, chia sé dit liéu gitta EVN va ngoai EVN, cu thé:

- Théng tin duge xu 1y thong qua hé thong thong tin duoc phan loai theo
thudc tinh bi mat, can ctr khoan 1, Diéu 6, Nghi dinh 85/2016/ND-CP:

+ C¢6 xtr ly thong tin riéng;

+ Co x1r 1y thong tin ca nhan;
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+ Khong xtr 1y thong tin bi mat nha nudc.

- Phan loai hé théng co s& ha ting thong tin dung chung phuc vu hoat dong
clia cac co quan, to chic trong pham vi mot nganh, mot tinh hodc mot s tinh.

+ Hé thong cung céap dich vu két ndi v6i cac nén tang ngoai EVN.,

- Hé thdng co so ha tang thong tin dung chung phuc vu hoat dong cua céc
co quan, to chirc trong pham vi toan nganh EVN, cac Bo/Ban/Nganh/cac Tinh. ...
Can cu theo quy dinh khoan 3 Piéu 9 Nghi dinh 85/2016/ND-CP, H¢ théng duoc
dé xuét cp do 3.

Muc 3. Yéu cau k¥ thuét cia goi thiu:

3.1. Pham vi cung cap dich vu

= Cong viéc 1: Khdo sdt thu thip thong tin va xdy dung ké hoach kiém tra
danh gia;

= Cong vigc 2: Pdnh gia ATTT hé thong gom:

- Panh gia diém yéu va kiém thir xdm nhap cho tng dung web theo OWASP
va y€u cau vé an toan co ban theo quyét dinh 742/QD-BTTTT ngay 22/04/2022.

- DPanh gid ATTT cho API tai van ban 555/QD-EVN ngay 09/02/2023 va
OWASP

- Panh gia diém yéu ma nguon tmg dung theo OWASP

- Panh gia ATTT may chua theo Quyét dinh s6 1290/QD-EVN ngay
05/09/2022

- Téng hop va 1ap bao cdo danh gid ATTT két qua cac diém yéu/16 hong ton
tai trén toan hé thong va khuyén nghi khac phuc céac 16 hong

= (Cong viéc 3: Tai danh gia va bao cdo tdi danh gia két qua khac phuc
diém yéu/l6 hong

3.2. Yéu cau giai phap ky thuét va bién phap to chirc cung cap dich vu

3.2.1. Hinh thirc thwc hién

- Panh gia tryc tiép tai chd theo hinh thirc whitebox. Pon vi thyc hién kiém
tra, thir nghiém xam nhap duoc cung cip day du thong tin ciing nhu dic quyén
d6i voi hé thong.

3.2.2. Ngi dung danh gia an toan thong tin

a) Khdo sdt thu thip thong tin va xdy dung ké hoach kiém tra ddnh gid

- Khdo sat thict ke

- Khao sat ing dung

- Khao sat ha tang CNTT
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- Lap ké hoach kiém tra va danh gia

b) Thuc hién danh gia ATTT

b.1) Bdnh gid diém yéu va kiém thir xam nhdp cho vmg dung web theo
OWASP va yéu cau vé an toan co ban theo quyét dinh 742/0P-BTTTT ngay
22/04/2022.

- Dua trén cac cac mo ta 16 hong trong danh sach OWASP Top 10 ndm 2021
do t6 chitc OWASP dua ra:

STT Mo ta

1 A01:2021 - Broken Access Control

2 A02:2021 - Cryptographic Failures

3 A03:2021 - Injection

4 A04:2021 - Insecure Design

5 A05:2021 - Security Misconfguration

A06:2021 - Vulnerable and Outdated Components

6
7 A07:2021 - Identification and Authentication Failures

8 A08:2021 - Software and Data Integrity Failures

9 A09:2021 - Security Logging and Monitoring Failures

10 A10:2021 - Server-Side Request Forgery (SSRF)

- Duya trén Quyet dinh s6 742/QD-BTTTT ngay 22/04/2022 quy dinh Yéu cdu an
toan co ban d6i voi Phan mém noi bo cap do 3:

TT Yéu ciu k§y thuit M5 ta yéu ciu

1. [Xac thue

1.1 |C6 chiic nang xéac thucla) C6 giao di¢n quan 1y tail x X X X X
nguoi s dung khi truy cép khoan nguoi s dung.
quan tri, cidu hinh Phan

b) Yé&u cau xac thuc nguoi su| x X X X X
dung khi truy cap quan tri, cau
hinh Phan mém.

¢) Yéu cau xac thuc nguoi st x X X X X
dung khi truy truy cdp su
dung Phan mém.
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M0 ta yéu cau

1.2

trit c6 ma hoa thong tin xac
thuc hé thong.

C6 chire nang cho phép luuThong tin xac thuc dugc luu

trit c6 ma hoa trén Phan mém|
su dung thuat toan hash tu
SHA-256, SHA-512, SHA-3
va cac thudt toan tuong duong

1.3

Co6 chiic nang cho phép

khau nguoi st dung.

a) Co6 chic nang yéu cay

thiét 1ap chinh sach matnguoi dung dat mat khau moi

khi dang nhép l4n dau sir dung
mat khau mac dinh.

b) C6 chiac nang cho phép
thlet 1ap quy tdc dat mat khau
vé s ky tu, loai ky tu.

c) Co chuc nang cho phep
thiét lap thoi gian yéu cau
thay d6i mat khau.

d) C6 chuc nang cho phep
thiét 1ap thoi gian mat khay|

hop I¢.

d) Khoa tai khoan va yéu cayl
nhap mat khau méi khi mat
khau cua tai khoan d6 hét han
thoi gian hop 1¢€.

) Mo khoa tai khoan khi thay
d6i mat khau thanh cong dbi
v6i truong hop mat khau hé
han thoi gian hop 1€.

1.4

C6 chuc nang cho phép
han ché s lan dang nhép

nhat dinh.

sai trong khoang thoi gianlan diang nhap :
nhat dinh véi tai khoankhoang thoi gian nhat dinh.

a) C6 giao dién cho phép thiét
lap chinh sach vé gidi han so
sal trong

b) C6 chiic nang canh bao téi
nguoi su dung khi vi pham
chinh sach.

c) Co chure nang ty dong ngan
can vi¢c dang nhap tu dong
khi vi pham chinh séch trén.

d) Co chiic nang ty dong vo
hiéu hoa tai khoan néu vi
ham chinh sach trén.

1.5

hoéa thong tin xac thuc

C6 chirc nang cho phép maChtrc nang bao dam mat khau

dugc ma hoda trudc khi gui
qua moi truong mang.




TT

Yéu cau ky thuat

trudc khi giri qua moi
truong mang.

1.6

C6 chirc nang cho phép st
dung co ché xac thuc dal
nhan t6 dé xac thuc nguoi
su dung.

a) C6 giao dién cho phép quan
tri vién quan 1y chinh sach vé
xac thuc da nhan to.

b) Tich hop cac bude xéc thuc
da nhan t6 khi chinh sach dbi
v6i truong hop nay dugc kichl
hoat.

Kiém soat truy cap

C6 chic nang cho phep
thiét 1ap gidi han thoi gian|
cho (timeout).

a) Co6 chuc nang cho phép
thiét 1ap gidi han thoi gian choy
(timeout) dé dong phién kéf
n6i khi Phan mém khong nhan
dugc yéu cau tir nguoi dung.

b) Hién thi thong bao, dong
phién két ndi da hét han thoi
gian timeout va yéu cau ding]
nhap lai.

2.2

C6 chuc nang cho phép
2161 han dia chi mang quan|
tri dugc phép truy cép,
quan tri Phan mém tr xa.

a) Co giao dién cho phép quan
tri vién quan 1y chinh sach vé
2161 han dia chi mang quan tri
duoc phép truy cap, quan tri
Phan mém tir xa.

b) C6 chuc nang thuc thi
chinh sach vé gi6i han dia chi
mang quan tri dugc phép truy
cap, quan tri Phan mém tur xa
O trén.

23

Co6 chiic nang cho phép
phan quyén va cdp quyén
t6i thiéu truy cap, quan tri,
s dung tai nguyén khac
nhau ctia Phdn mém vdi
nguoi st dung/ nhoém|
nguoi su dung cd chuc
ning, yéu cau nghiép vul
khéac nhau.

a) Co giao dién cho phép quan|
tri vién quan 1y chinh sach vé
phan quyén tai khoan theo
tung nhom tai khodn.

b) Phan loai nhom tai khoan
theo it nhat 03 nhém:

i. Tai khoan nguodi st dung
thong thuong;

ii. Tai khoan quan tri mirc su
dung;
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iii. Tai khoan quan tri muc
hat trién, van hanh.

c) Co chic nang thuc thi
chinh sach phan quyén va cip
quyén tdi thiéu truy cap, quan|
tri, st dung tai nguyén khac
nhau & trén.

24 (C6 chic nang cho phépa) Co giao dién cho phep quan
thiét 1ap quyén tbi thiéultri vién thiét 1ap quyén cho
(quyén truy cap, quan tri)céc tai khoan.
flhfl ti‘hg"a‘l quan (1 W08y C6 chite ning thyc thi

ung quy o chinh sach phan quyén cho
cac tai khodn ¢ trén.

2.5 (Co chic nang cho phepe) Co giao dién cho phep quan
thay doi, tach biét congtrl vién quan ly chinh sach vé
quan tri ung dung vdi congedng quan tri Gmg dung va
cung cap dich vu ungcong cung cap dich vu Ung
dung. dung.

b) Co chuc nang thyc thi
chinh sach tach biét cong
quan tri ung dung voi cong|
cung cap dich vu ing dung ¢
trén.

2.6 Co chuc nang cho phepa) Co giao dién cho phep quan
khoa tam thoi quan tri tngftri vién quéan 1y chinh sach vé
dung trong khoang thoikhodng thoi gian duge phép,
gian ngoai gio lam vi¢c.  thyc hién thao tadc quan tri.

b) C6 chuc nang thuc thi
chinh sach vé khoang thoi
gian dugc phép thuc hién thao
tac quan tri h¢ thong ¢ trén.

3. |Nhit ky hé thong

3.1 |Co chirc nang cho phép ghia) Phan mém cung cép chuc
nhat ky hé thong gomnang ghi nhat ky hé thong.
nhirng thong tin.

b) Nhat ky h¢ thong duoc
phan loai theo it nhat 05
nhom:

i. Nhat ky truy cdp Phan mém;

ii. Nhat ky dang nhap khi
quan tri Phan mém;
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iii. Nhat ky cac 16i phat sinh
trong qua trinh hoat dong;
iv. Nhat ky quan 1y tai khoan;
v. Nhat ky thay d6i cdu hinh|
Phan mém
3.2 |Co6 chuac nang cho phépa) Co giao dién cho phép quan
quan ly va luu trir nhat kyfri vién quan 1y chinh sach vé
hé thong trén hé thongnhat ky hé thong.
quan Iy tap trung. b) Cho phép quan tri vién ciul
hinh khoang thoi gian luu triv
nhat ky qua giao dién trén.
c) Luu trit nhat ky voi it nhat
05 thong tin:
i. Thoi diém sinh nhat ky;
ii. Phan nhom nhat ky;
iii. Mo ta thao tac/16i;
iv. B6i tugng thuc hién thao
tac/sinh 101;
v. Muc d6 quan trong.
3.3 |Co chuac nang cho phépa) Co giao dién cho phép quan
phéan quyén truy cap, quantri vién quan Iy chinh sach vé
Iy di¥ li¢u nhat ky hé thongphan quyén tai khoan theo
do1 voi cac tai khoan cojtirng nhom tai khoan quan tri.
f}?}rc e dvan D) Co chie nang thuc thi
ong khac nhau. chinh séch phan quyén & trén.
4. |An toan rng dung va mi ngudn
4.1 (C6 chic nang cho phepCo chirc nang thyc thi viée
kiém tra tinh hop 1¢ cuakiém tra tinh hop I¢ ctia thong
thong tin, dir li¢u dau vaotin, dir liéu dau vao trude khi
trude khi xir ly. Xt ly
4.2 (C6 chic nang cho phépPhan mém dugc kiém tra,

bao vé g dung chong lai
nhitng dang tin cong phd
bién: SQL Injection, OS
command injection, RFI,
LFI, Xpath injection, XSS,

danh gia, kiém thir xAm nhép)
theo tiéu chudn OWASP va
khong ton tai diém yéu cho
phép ké tin cong khai thac
thong qua cac dang tan cong:

CSRF

SQL Injection, OS command|
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injection, RFI, LFI, Xpath
Injection, XSS, CSRF.

4.3 |C6 chuc ning cho phépa) Co chirc ning kiém soat 13i,

kiém soat 151, thong bao 16i
tr tng dung.

chi hién thi cac thong bao 15i
dugc kiém soat dén nguoi
dung va khong hién thi cac 151
bén trong hé thong.

b) Co6 chic ning hién thi
thong bao 101 dén nguoi suy
dung.

4.4

C6 chuc nang cho phép
bao dam khong luu triy
thong tin xac thuc, thong
tin bi mat trén mi nguon
ung dung.

a) Thong tin xac thuc, bi mat
khong dugc dua truc tiép vao
mi ngudn ung dung ma phai
dugc thiét 1ap thong qua giao
dién cau hinh hé théng.

Bao mat thong tin lién lac

Co chuc nang cho phép ma
hoa thong tin, dit li¢u trude
khi truyén dwa, trao doi
qua mdi truong mang (ddi
v6i cac tng dung yéu cau
sir dung chir ky s6).

C6 chirc nang cho phép ma
hoa dir lidu trude khi truyén
dua, trao d6i qua moi trudng]
mang st dung chit ky sd.

Sao luvu du phong

Co churc nang cho phép tu
dong sao luu du phong.

a) Co giao dién cho phép quan
tri vién thiét 1ap chinh sach v¢
sao luu du phong co s¢ dir 1iéu
va cu hinh hé thong.

b) C6 chiic ning cho phép
thue hién viéc sao luu dy
hong theo chinh séch ¢ trén.

6.2

C6 chuc nang cho phép
phép gan nhan loai dir li¢y]
dugc luu trir theo quy tic
duogc thiét lap.

a) Co giao dién cho phép quan|
tri vién quan 1y chinh sach vé
phan loai dir li¢u duoc luu triy
theo tirng nhom dir lidu.

b) Co6 chirc nang cho phép luul
trt dit liéu theo tén dinh dang
d6i v6i timg loai dir lidu tai
muc trén.

6.3

C6 chic nang cho phep
thict 1ap cau hinh dé gui di
liéu du phong vé hé thong

luu trir tap trung.

a) Co giao dién cho phép quan
tri vién thiét 1ap cau hinh d
guri dit liéu du phong vé hé
thong luu trix tap trung.
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b) C6 chiic nang cho phép X
thuc hién sao luu du phong
thu cong co so dit liéu va cayl
hinh hé thong 1én hé thng luu
trit tap trung.

c) Co6 chuc nang cho phép X
thuc hién sao luu du phong tu
dong co s& dir liéu va cdu hinh|
hé thong 1én hé thong luu tri
tap trung.

d) C6 chic nang cho phép X
khoi phuc dit liéu, cau hinh hé
thong tir dit liéu duoc luu tri
trén hé thoéng luu trir tap
trung.

b.2) Banh gia ATTT cho API van ban 555/0D-EVN ngay 09/02/2023 va
OWASP
- Dua trén cac mo ta 16 hong trong danh saich OWASP Top 10 API Security

Risks nam 2023 do t6 chitc OWASP dua ra:

STT Mo ta
1 | API1:2023 - Broken Object Level Authorization
2 | API12:2023 - Broken Authentication
3 | API3:2023 - Broken Object Property Level Authorization
4 | API4:2023 - Unrestricted Resource Consumption
5 | API5:2023 - Broken Function Level Authorization
6 | API16:2023 - Unrestricted Access to Sensitive Business Flows
7 | API7:2023 - Server-Side Request Forgery
8 | API8:2023 - Security Misconfiguration
9 | API9:2023 - Improper Inventory Management
10 | API10:2023 - Unsafe Consumption of APIs

- Dua trén huéng dan tai van ban sé 555/EVN-VTCNTT ngay 09/02/2023
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cau Tap doan Pién lyc Vi¢t Nam:

STT Yéu ciu ddm bio ATTT cho cic API
1 | Authentication - Cac API phdi dwoc xdc thuc khi truy cdp

a. Muc dich: ngan chan truy nhap tmg dung mot cach trai phép

b. Cdc yéu cdu va khuyén nghi:

- Viéc truy xuat cac API can duoc bao vé bang JWT. Tao JWT ép dung
phuong phap cap private key va public key;

- BO6 sung céac xac thuc khac nhu xac thuc app truy cap dé kiém soat
request truy cap,

- Server kiém tra tinh hop 18 ciia token trudc khi cung cap tai nguyén
cho client;

- Token c6 thoi gian song/ton tai ngan (t01 da 1 ngay tuy tung giao
dich), khong dé thoi gian song/ton tai vinh vién;

- Mat khau nguoi dung yéu cau bat budce dit phic tap (g0m chit, s6 va
ky tu ddc biét) va phai co co ché ma hoa tot;

- Théng tin luu trong JWT can toi thiéu va phai kiém tra thong tin d6
phia server trude khi truy xuat tai nguyén;

- - Céc API phai st dung TLS — Transport Layer Security (https thay
vi http).

Authorization - Cac API phii dwoc kiém tra quyén truy cdp

a. Muc dich: ngan chin truy cdp tmg dung trai phép, giam thiéu rui ro
bi tin céng dang IDOR (Insecure Direct Object Reference) — Tham
chiéu cac ddi tugng khong bao mat.

b. Cdc yéu cau va khuyén nghi:

- Kiém tra quyén truy cap cta API trudc khi thyc thi va tra vé dir liéu:
yéu cau xem xét quyén truy cip theo chuc ning va dir liéu duoc truy
cap;

- Phan tach cac API cho cac muyc dich khac nhau nhu APT quan tri, API
ndi by, API public (d6i v&i cac API public, thong tin cung cap chi bao
gbém cac thong tin co ban, han ché téi thiéu vé cac thong tin dinh danh
c4 nhan, API ndi bd cho cac chuc niang doi voi CBCNV sir dung ciing
hé thong)

- Déi voi viée truy xuit tai nguyén thong qua cac khoa chinh khuyén
c4o khoa chinh phai dé dang tu sinh ngiu nhién, khong str dung phuong
phap tu ting tuan tu.

Excessive Data Exposure

a. Muc dich: kiém soat dit liéu server tra vé cho client trong mdi giao
dich

b. Cdc yéu cau va khuyén nghi:

- Cac API khong dugc quyén tra vé dit liéu quéa du thira so v6i yéu cau
cua client (thuong phuc vu cho viée filter dir li¢u tai client);

- X4c dinh rd thong tin can tra vé tir server tranh tra vé cac thong tin
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nhay cam, khong can thiét.

Mass Assignment - Kiém tra cdc dir ligu cdp nhit

a. Muc dich: kiém soat cac truong thong tin cip nhét va hé théng

b. Cdc yéu cau va khuyén nghi:

- Viéc cap nhat dir li¢u: chi hién thi yél cap nhat cac truong dir liéu;

- Tao cac module trung gian va kiém tra dir liéu trude khi gan vao
object trong h¢ thong.

Security Misconfiguration - Cdc liwu § vé ciu hinh API

a. Muc dich: kiém soat ciu hinh cac hé théng developer, test va product
b. Cdc yéu cau va khuyén nghi:

- Tat ché 46 debug;

- Khong str dung céc thong tin mac dinh;

- B6 sung CORS (Cross — Origin — Resource — Sharing) policy;

- Kiém soat cac ham khong can thiét khi tao CRUD API;

- Kiém soat cac thong bao API trd ra dac bi¢t khi co 16i.

Injection

a. Myc dich: kiém soat cac ngoai 18 xay ra trong hé thong

b. Cdc yéu cau va khuyén nghi:

- Kiém tra, kiém soat céc 15i injection (SQL, noSQL, OS Command...);
- Kiém soat dir liéu dau vao, cac truong gia tri (field value) phai dugc
validate, ngay ca dir liéu output cting phai dugc kiém tra dé han ché toi
da vi¢c 19 thong tin nhay cam.

Improper Assets Management - Kiém sodt tai nguyén

a. Muc dich: kiém soat cac tai nguyén cung cip cua hé thong, loai bo
hodc han ché cac API du thira, khong sur dung

b. Cac yéu cau va khuyén nghi:

- Han ché truy cép vao nhimg API chua dugc cong khai (cac API dung
dé kiém tra, ho trg, chua duoc sir dung...), dong thoi bo sung cac quyén
dic biét néu can truy cap;

- Trong moi truong thir nghiém, fix, bug can han ché truy cap vao dir
liéu trén hé thong thuc te (product). Thuc hién dong bo gitra moi trudng
thur nghiém va phat trién, nham kiém soat chat ché cac API chua dugc
fix 16i c6 thé truy cép vao dit liéu thyc té;

- Trién khai st dung firewall hoac mot s6 bién phap kiém soat bén
ngoai truy cap cac API.

- Luu trir va Up — To — Date céc tai li¢u lién quan, cac mo ta APIL.

Insufficient Logging & Monitoring - Ghi log va giam sat
a. Muc dich: theo ddi kiém tra hoat dong ctia tng dung thong cac log
b. Cdc yéu cau va khuyén nghi:
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- Ghi lai chi tiét tit ca nhiing failure trong hé théng, dac biét 1a cac
failure vé AuthN va AuthZ, cac Security check nhu CORS policy, field
value validation;

- Log duoc cung cép theo dung dinh dang ma cac tool giam sat c6 thé
xtt 1y tu dong dugc. Pung dinh dang nhung phai dang va day du dit liéu
dé co bat cur issue nao phat sinh, cling c6 thé nhanh chong tim dugc
nguyén nhan;

- Phai bao vé log vi day 1a cac thong tin quan trong, tranh cac dbi tuong
khong lién quan c6 thé khai thac log hé thong;

- Khong dugc luu trit thong tin nhay cam trong log.

b.3) Pdanh gid ATTT cho md nguon vmg dung theo OWASP

- Dua trén céc cac md ta 16 hong trong danh sich OWASP Code Review
Guide 2.0 do t6 chitc OWASP dua ra:

STT Mo ta
1 | Al - Injection
2 | A2 - Broken Authentication and Session Management
3 | A3 - Cross-site Scripting (XSS)
4 | A4 - Insecure Direct Object Reference
5 | AS - Security Misconfiguration
6 | A6 - Sensitive Data Exposure
7 | A7 - Missing Function Level Access Control
8 | A8 - Cross-site Request Forgery (CSRF)
9 | A9 - Using Components with Know Vulnerabilities
10 | A10 - Unvalidated Redirects and Forwards

b.4) Panh gid ATTT mdy chii theo Quyét dinh s6 1290/0P-EVN ngdy
5/9/2022

- Dua trén Quyét dinh s6 1290/QD-EVN ngay 05/09/2022 cua Tap doan

Dién lyc Viét Nam sé€ thuc hién danh gia cho cdc may chu trong hé théng theo

tung loai danh gia quy dinh tai chuong III, IV.
- Chi tiét Quyét dinh 1290/QD-EVN ngay 5/9/2022 duoc md ta phy luc kém
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theo.

Ghi chii: S6 lwong may chu, loai danh gida tam tinh trén co so Danh muc thiét
bi tai tiéu muc 2.2.2 Muc 2 Chuong nay, va sé dwoc chudn xdc sau khi ky hop
dong, Nha thau thuwc hién khdo sat dé Idp phwong dn, ké hoach danh gid.

3.3. Tién do thuc hién

Nha thau phai c6 bang tién do trién khai hop 1y, kha thi, phu hop véi giai
phap k¥ thuat, bién phép to chtrc cung cap dich vu va dap ung tién do thuc hién

sau:

- Thoi gian nha thau khao sat, xdy dung ké hoach kiém tra danh gia ATTT
hé théng thong tin va hoan thanh phuong an trién khai hop déng: 5 ngay ké tir
ngay Bén A ¢6 vin ban thong bao thyc hién hop dong.

- Thoi gian nha thau danh gia an toan thong tin hé thong: 55 ngay ké tir ngay
Bén A thong qua phuong an trién khai hop dong.

- Thoi gian cha dau tu khac phuc 16 hong (néu c6): 25 ngay ké tir khi Bao
c4o danh gia ATTT va khuyén nghi khic phuc céc 16 hong bao mat (néu c6) duoc
Bén A thong qua.

- Thoi gian nha thau tai danh gia an toan thong tin: 10 ngay ké tir khi Bén
A thong bao Bén B vao tai danh gia.

- Thoi gian nghiém thu: 5 ngay ké tir khi bén B hoan thanh toan bo cong
viéc theo pham vi hop dong.

Ghi chii: Trén co sé thuc té khdo sdt, thu thdp thong tin dé xdy dung ké hoach
kiém tra danh gid cia nha thdau, céng viéc danh gid, tdi danh gid sé dwoc bo tri
thue hién linh hoat, khéng nhdt thiét phdi theo tudn tw dé dam bdo tién do thuc
hién hop dong. Néi dung nay sé dwoc Hai Bén thong nhat cu thé trong phwong

dn, ké hoach kiém tra ddnh gid tai thoi diém khdo sdt.
3.4. Tinh hop 1€ ciia dich vu cung cip

Nha thau c6 gidy phép kinh doanh san pham, dich vu an toan thong tin mang
do co quan nha nudc c6 tham quyén cap, trong d6 co cap phép cho dich vu: dich
vu kiém tra, ddnh gi4 an toan thong tin mang hodc C6 gidy chiing nhan dang ky
hoat dong hodc c¢6 chirc nang nhiém vu do co quan quan ly nha nudc cé tham
quyén cap/giao trong linh vuc cung cap dich vu an toan thong tin mang. Cac gidy
phép con hiéu lyc trong thoi gian cung cap dich vuy.

3.5. Yéu cau vé nang lyc va kinh nghiém cia nhan sy chu chot
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STT

Vi tri cong
viéc

S6
lwgng

Kinh nghiém
trong cic cong
vi€c twong tw

Tai liéu chirng minh

Ky su bac
1

03

- C6 tdi thiéu 01

nam kinh nghiém

trong chuyén nganh
CNTT hoac ATTT;
- Va da tham gia it
nhat 01 dy an/hop
ddng dich vu kiém
tra, danh gia an toan
thong tin mang theo
hinh thirc pentest

- Hop ddng lao dong v6i nhan
su ctia nha thau hodc cam két
cua nhan sy thuc hién hoac tai
liéu khac tuong duong trong
truong hop st dung mét sé nhan
su chii ch6t khong thude quan 1y
ctia nha thau;

- Bang cip chuyén nganh
chuyén nganh ATTT hoac
CNTT theo yéu cau

- Ly lich cia chuyén gia ké
khai trén hé thong theo mau sd
06B va 06C Chuong IV

- Hop dong/dy an/ QP giao
nhiém vu hodc céc tai liéu tuong
duong khac c¢6 xac nhan cua chu
dau tu ching minh nhan su da
tham gia cung cap dich vy kiém
tra, danh gia an toan thong tin
mang theo hinh thure pentest.

- Tai liéu ching minh sy hoan
thanh hop déng/du 4n (Bién ban
nghiém thu/Bién ban thanh ly
hodc tai liéu khéc tuong duong).

Ky su bac
2

02

- C6 tbi thicu 03
nam kinh nghiém
trong chuyén nganh
CNTT hoac ATTT
- Va da tham gia it
nhat 02 du an/hop
dong dich vy kiém
tra, danh gia an toan
thong tin mang theo
hinh thure pentest.

- Hop ddng lao dong v6i nhan
su cla nha thau hodc cam két
cua nhan su thuc hién/ hoac tai
liéu khac tuong duong trong
truong hop str dung mot s6 nhan
su chii chdt khong thude quan 1y
ctia nha thau;

- Bang cdp chuyén nganh
chuyén nganh ATTT hoac
CNTT theo yéu cau

- Ly lich cua chuyén gia ké
khai trén hé thong theo miu s6
06B va 06C Chuong IV

- Hop ddng/du an/ QD giao
nhi¢m vu hodc céc tai li¢u tuong
duong khac c6 xac nhan cua chu
dau tu ching minh nhan su da
tham gia cung cap dich vu kiém
tra, danh gia an toan thong tin
mang theo hinh thirc pentest
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Vi tri cong So Kinh nghi¢m
STT | .5 trong cic cong Tai li€éu chirng minh
viéc lwgng A
viéc twong tw
- Tai liéu chung minh sy hoan
thanh hop dong/dy 4n (Bién ban
nghiém thu/Bién ban thanh ly
hodc tai liéu khac tuong duong).
- Hop ddng lao dong v&i nhan
su ctia nha thau hodc cam két
cua nhan su thuc hién/ hoac tai
lieu khac tuong duong trong
truong hop st dung mot s6 nhan
su chu chdt khong thude quan 1y
ctia nha thau;
- Co6 ti thiéu 09 |- Bang cap chuyén nganh
nam kinh nghiém | chuyén nganh ATTT hodc
trong chuyén nganh | CNTT theo yéu cau
CNTT hoac ATTT |- Ly lich cua chuyén gia ké
3 Ky su bac 01 - Va da tham gia it khai trén hé thong theo mau sd
4 nhat 03 dy an/hop | 06B va 06C Chuong IV
doéng dich vu kiém | - Hop doéng/dy an/ QP giao
tra, danh gia an toan | nhiém vy hodc cac tai li€u twong
thong tin mang theo | dwong khéac c6 xac nhan cua chu
hinh thtrc pentest dau tu chimg minh nhan sy da
tham gia cung cap dich vu kiém
tra, danh gia an toan thong tin
mang theo hinh thirc pentest
- Tai liéu ching minh sy hoan
thanh hop déng/du 4n (Bién ban
nghiém thu/Bién ban thanh ly
hoac tai liéu khac tuong duong).

3.6. Cac yéu cau chi tiét d6i v6i bao lanh thuc hién hop dong

- Bao dam thuc hién hop dong phai duoc ndp 1én Bén A trong vong 05 ngay
lam viéc ké tir khi Bén B nhan duoc Thu chap thuan E-HSDT va trao Hop dong.

- Hinh thirc bao dam thuc hién hop ddng: nha thau cung cap mot bao dam
thue hién hop dong theo hinh thtc thu bao ldnh do Ngin hang hodc t6 chuc tin
dung hoat dong hop phap tai Viét Nam phat hanh va phai 1a bado ddm khong huy
ngang, khong co diéu kién (tra tién khi c6 yéu cau, theo Mau s6 15 Chuong VIII).

- Gia tr1 bao dam thuc hién hop d@)ng: Trong qua trinh thyc hién hop déng
Bén B phai dam béo gia tri bao dam thuc hién hop dong 1a 5% gid tri ctua hop
ddng ddi véi moi trudong hop.
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- Hiéu luc cta bao dam thyc hién hop dong: Bao dam thyc hién hop dong c6
hiéu luc ké tir ngay phat hanh bao ldnh hodc ngay hop ddng c6 hiéu luc (tuy diéu
kién nao dén sau) cho dén hét ngay thir 28 sau khi Bén B hoan thanh tit ca cong
viéc cia Hop ddng. Truong hop bao dam thuc hién hop dong hét hiéu luc trude
ngay quy dinh néu trén nhung Bén B van chua hoan thanh nghia vu hop dong,
Bén B s¢ chiu trach nhi¢m gia han hi€u lyc Bao dam thuc hién hop déng va thanh
toadn chi phi cho viéc gia han nay.

Truong hop Bén B 1a nha thau lién danh thi timg thanh vién phai ndp bao
dam thyc hién hop dong cho Bén A, mirc bao dam twong tmg voi phan gia tri hop
déng ma mdi thanh vién thuc hién. Néu Lién danh c¢6 thoa thuin nha thau dimng
dau lién danh ndp bao dam thuc hién hop dong thi nha thau dung dau lién danh
ndp bao dam thuc hién hop dong véi gid tri 1a 5% gid tri cua hop dong cho Bén A
va timg thanh vién lién danh phai ndp bao dam thuc hién hop dong cho nha thau
dung dau lién danh tuong Gng véi gia tri hop ddng do minh thyc hién.

- Tich thu bao dam thuc hién hop ddéng: Bén A c6 quyén tich thu Bao lanh
thuc hién hop dong trong cac trudng hop sau:

+ Bén B tir chdi thuce hién hop dong khi hop dong di c6 hiéu lyc;

+ Bén B vi pham thoa thuan trong hop dong;

+ Bén B thuc hién hop dong cham tién d6 do 16i ctia minh nhung tir chéi gia
han hi¢u luc ctia bao dam thuc hién hop déng;

+ Bén B khong gia han bao lanh dung han theo quy dinh ctia Hop dong.

- Néu Bén B chua hoan thanh nghia vu hop dong tai thoi diém 28 ngay trude
ngay Bao dam thuc hién hop dong hét hiéu luc thi Bén B phai gia han hiéu lyuc
Bao dam thuc hién hop déng voi gia tri, hi€u luc phu hop vo1 quy dinh nhu trén
va ndp cho Bén A trudc thoi diém hét hiéu luc cua Bao dam thuc hién hop déng
tbi thiéu 21 ngay.

Muc 4. Giai phap va phuwong phap luén:

Nha thau chuén bi dé xuét giai phap, phuong phap luan téng quat thuc hién
dich vu theo cac ndi dung quy dinh tai Chuong nay, gom cac phan nhu sau:

1. Giai phap va phuong phap luin dép Gmg yéu cau tai muc 3 Chuong V cua
E-HSMT.

2. Ké hoach cong tac phu hop giai phap va phuong phap luén nha thau dé
Xuat va dap tmg yéu cau tién do tai tiu muc 3.3 myc 3 Chuong V ctia E-HSMT.

Muc 5. Quy dinh vé Kiém tra, nghiém thu sin pham:

BénB bat dau thuc hién hop dong ké tir ngay Bén A c6 van ban théng bao
hé thong da san sang phuc vu danh giad ATTT.
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Trong vong 5 ngay ké tir ngay Bén A thong bao hé thong san sang cho danh
gia ATTT, Bén B thuc hién khdo sat thu thap thong tin, xay dung ké hoach kiém
tra danh gia va hoan thién Phuong an trién khai hop dong ndp cho dau mdi phu
trach k¥ thudt ciia Bén A kiém tra, ra soat trinh Lanh dao Bén A phé duyét/thong
qua lam can ctr thuc hién.

Trong vong 55 ngay ké tir ngdy ké hoach kiém tra danh gia da dugc Lanh
dao Bén A thong qua, Bén B hoan thanh danh gia an toan thong tin cho hé thong
co 80 dir 1iéu moi truong cia EVN; 1ap bao cao danh gia ATTT két qua cac diém
yeu/lo hong t6n tai trén toan hé théng va khuyen nghi khac phuc cac 16 héng nop
cho d¢au méi phy trach ky thuét cia Bén A kiém tra, ra soat trinh Lanh dao Bén A
phé duyét/thong qua. Pau mdi phu trach ky thuat hai bén ky Bién ban ban giao va
nghiém thu bao cdo danh gia ATTT sau khi dugc Lanh dao hai bén phé duyét.

Bén A t6 chirc khic phuc cac 16 hong, diém yéu (néu co) trong vong 25 ngiy
tir khi nhan dugc khuyén nghi khic phuc cac 16 hong ctia Bén B da duoc Lanh dao
hai bén thong qua.

Trong vong 10 ngay sau khi nhan duoc yéu cau tai danh gia ciia Bén A, Bén
B t0 chirc tai danh gia va hoan thién bao c4o tai danh gia an toan thong tin két qua
khac phuc diém yéu/16 hong, ndp cho dau méi phu trach ky thuat cia Bén A kiém
tra, ra soat trinh Lanh dao Bén A phé duyét/thong qua. Pau mdi phuy trach ky thuat
hai bén ky Bi€n ban ban giao va nghiém thu bao céo tai danh gia sau khi dugc Lanh
dao hai bén phé duyét.

Trong vong 5 ngay ké tir khi Bén B hoan thanh toan bo cong viéc cta hop
déng, Dai dién Lanh dao hai bén ky Bién ban nghi¢m thu khoi luong cong viéc va
Bién ban nghiém thu hop dong.



